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1 Decision/action requested 
This contribution proposes a new key issue for TR 33.857
2 References
3 Rational
The contribution proposes a new key issue on external authentication with credentials owned by an entity separate from the SNPN.
4 Detailed proposal
*************** Start of 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[XX]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[YY]
3GPP TS 23.700-07: "Study on enhanced support of non-public networks”.

*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

3.1
Terms

For the purposes of the present document, the terms given in TR 21.905 [XX] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [XX].

External Authentication: Authentication between UE, SNPN and entity separate from the SNPN. The authentication credential is owned by the entity separate from the SNPN.
*************** End of 2nd Change ****************

*************** Start of 3rd Change ****************
5.X
Key Issue #X: External Authentication with Credentials Owned by an Entity Separate from the SNPN

5.X.1
Introduction
The key issue addresses the security aspects of key issue #1 in TR 23.700-07 [YY].

TR 23.700-07 [YY] is studying subscription identification, network selection, architecture enhancements, authentication procedure and mobility enhancement to the 5GS in order to enable support for SNPN along with subscriptions or credentials owned by an entity separate from the SNPN.

Especially, authentication procedure to access SNPN with credentials owned by an entity separate from the SNPN shall be studied in this specification. 

The following scenarios need to be considered:

-
External authentication by PLMN, based on the PLMN credentials, for access to the SNPN;

-
External authentication by a separate entity (3rd party or another SNPN), based on non-USIM credentials for access to the SNPN;

The following aspects need to be considered:

-
Different type of server to provide external authentication service, e.g. 3GPP Network Entity (e.g. AUSF, UDM, etc.), or N3GPP Network Entity (e.g. AAA, etc.).

-
How is the external authentication triggered and performed? E.g. which procedures are used and when.

-
How does the credentials be securely processed and stored at UE side?
5.X.2
Security Threats  
-
Weak external authentication methods could lead to security breaches. 
-
Weak credential storage and processing at UE side could lead to security breaches.
5.X.3
Potential security requirements
-
The UE and SNPN shall support external authentication procedure with credentials owned by an entity separate from the SNPN (different type of server shall be considered).
-
The UE which supports external authentication shall securely store and process the credentials for external authentication.
*************** End of 3rd Change ****************
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